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Remarks 

Claims 1-29 are pending. 

Response to Arguments 

1 . Applicant's arguments with respect to claims 1-29 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-6, 8, 9, 11-16, 18, 19, 21-25, 27, and 28 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Shannon (U.S. Patent 6,233,618) in view of Kester 
(U.S. Patent 7,194,464) and Gusler (U.S. Patent 6,917,980). 

Regarding Claim 1, 

Shannon discloses a computer based method for restricting access 
to network accessible digital information by network users of at least one 
subscriber network, the method comprising the steps of: 

Monitoring at a subscriber network requests by the network users 
for digital information (Column 12, lines 37-52); 
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Determining whether a location indicator associated with a request 
is included in a database of restricted location indicators maintained at the 
subscriber network and denying the request where the location indicator is 
in the database (Column 14, lines 16-41 ; the database of restricted 
location indicators being the restricted destination database); 

Retrieving at the subscriber network digital information stored at a 
location corresponding to the location indicator and initially analyzing 
content of information at the location in the event that the location indicator 
is not in the database and denying or fulfilling the request based on the 
initial analysis (Column 14, line 49 to Column 15, line 4), wherein 
searching of the database and the initial content analysis occur at a 
network bridge at the subscriber network (Column 5, line 34 to Column 6, 
line 3); 

But does not explicitly disclose periodically forwarding the location 
indicators not in the database from the subscriber network to a remote 
node or that the initial analysis is performed for a predetermined maximum 
time. 

Kester, however, discloses periodically forwarding location 
indicators associated with requests and not in the database from the 
subscriber network to a remote network node (Column 6, lines 16-32); 

Retrieving at the remote network node information stored at a 
location corresponding to the forwarded location indicator and further 
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analyzing a content type of the retrieved information (Column 7, line 17 to 
Column 8, line 45); and 

Periodically dispatching to the at least one subscriber network from 
the remote node location indicators found by the further analysis to have 
restricted type content stored therein, for inclusion in the database of 
restricted location indicators maintained at the subscriber network 
(Column 7, line 17 to Column 8, line 45). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the content filter adaptation system of Kester into the content 
filtering and access control system of Shannon in order to allow the 
system to efficiently categorize content at a central facility by providing 
uncategorized location indicators from subscriber networks, wherein the 
location indicators can be prioritized for faster results on content that is 
more frequently requested or believed to be part of a certain category, and 
to disseminate such information in a timely and efficient manner. 

Gusler, however, discloses that the initial analysis is performed for 
a predetermined maximum time (Abstract; Column 5, line 63 to Column 6, 
line 33; and Column 7, lines 10-50). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the dynamic filtering system of Gusler into the content filtering and access 
control system of Shannon as modified by Kester in order to allow the 
system to provide dynamic and intelligent analysis of content from each 
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source, as opposed to a decision based on a single document, thereby 
providing a more complete analysis of what content is allowed from what 
sources. 
Regarding Claim 11, 

Claim 1 1 is a system claim that is broader than method claim 1 and 
is rejected for the same reasons. 
Regarding Claim 2, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 1, in addition, Shannon discloses that the digital information includes 
content accessible via the Internet (Column 5, lines 34-44). 
Regarding Claim 12, 

Claim 12 is a system claim that is broader than method claim 2 and 
is rejected for the same reasons. 
Regarding Claim 3, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 1, in addition, Shannon discloses that the subscriber networks are 
LANs wherein client computer communicate via the Ethernet access 
protocol (Column 5, lines 34-44). 
Regarding Claim 13, 

Claim 13 is a system claim that is broader than method claim 3 and 
is rejected for the same reasons. 
Regarding Claim 4, 
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Shannon as modified by Kester and Gusler discloses the method of 
claim 3, in addition, Shannon discloses that the network bridge is an 
Ethernet bridge (Column 5, line 34 to Column 6, line 3). 
Regarding Claim 14, 

Claim 14 is a system claim that is broader than method claim 4 and 
is rejected for the same reasons. 
Regarding Claim 5, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 1, in addition, Shannon discloses that the location indicator is a URL 
(Column 8, lines 24-34). 
Regarding Claim 15, 

Claim 15 is a system claim that is broader than method claim 5 and 
is rejected for the same reasons. 
Regarding Claim 6, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 4, in addition, Shannon discloses that the location indicator is 
extracted from an Ethernet frame originating from a client computer of a 
network user (Column 5, line 34 to Column 6, line 3). 
Regarding Claim 16, 

Claim 16 is a system claim that is broader than method claim 6 and 
is rejected for the same reasons. 
Regarding Claim 8, 
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Shannon as modified by Kester and Gusler discloses the method of 
claim 1, in addition, Shannon discloses determining whether the location 
indicator is in an exception list before determining whether it is in the 
database and fulfilling the request in the event that the location indicator is 
in the exception list (Column 13, line 52 to Column 14, line 15). 
Regarding Claim 18, 

Claim 18 is a system claim that is broader than method claim 8 and 
is rejected for the same reasons. 
Regarding Claim 9, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 1, in addition, Shannon discloses that the request is fulfilled in the 
event that the location indicator is in the database but is a permitted 
category of restricted content (Column 14, lines 16-25). 
Regarding Claim 19, 

Claim 19 is a system claim that is broader than method claim 9 and 
is rejected for the same reasons. 
Regarding Claim 21, 

Shannon discloses a computer software program, stored in a 
computer readable medium, comprising instructions configured to cause a 
computer to execute a method for restricting access to network accessible 
digital information by the network users of a subscriber network, the 
method comprising: 
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Monitoring requests by the network users for digital information 
wherein the subscriber network includes respective client computers for 
the network users (Column 12, lines 16-52); 

Determining whether a location indicator associated with a request 
is included in a database of restricted location indicators stored at the 
subscriber network, wherein the location indicator is extracted from a data 
frame originating from the network user request (Column 5, line 34 to 
Column 6, line 3; and Column 15, lines 16-41); 

Analyzing a content type of information stored at a location 
corresponding to a location indicator not in the database, and denying or 
fulfilling the request based on the analysis, wherein location indicators are 
extracted and content analyzed by a network bridge installed at the 
subscriber network (Column 5, line 34 to Column 6, line 3; and Column 
14, line 49 to Column 15, line 4); 

But does not explicitly disclose periodically forwarding the location 
indicators not in the database from the subscriber network to a remote 
node or that the initial analysis is performed for a predetermined maximum 
time. 

Kester, however, discloses Periodically forwarding location 
indicators associated with requests and not in the database to a remote 
network node (Column 6, lines 16-32); 
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Allowing the remote network node to retrieve the digital information 
stored at a location corresponding to the forwarded location indicator for 
further analysis of a content type of the retrieved information (Column 7, 
line 17 to Column 8, line 45); and 

Computer readable program code for periodically receiving from the 
remote network node location indicators found by the further analysis to 
have restricted type content stored therein, and including the received 
location indicators in the database (Column 7, line 17 to Column 8, line 
45). It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the content filter adaptation 
system of Kester into the content filtering and access control system of 
Shannon in order to allow the system to efficiently categorize content at a 
central facility by providing uncategorized location indicators from 
subscriber networks, wherein the location indicators can be prioritized for 
faster results on content that is more frequently requested or believed to 
be part of a certain category, and to disseminate such information in a 
timely and efficient manner. 

Gusler, however, discloses that the initial analysis is performed for 
a predetermined maximum time (Abstract; Column 5, line 63 to Column 6, 
line 33; and Column 7, lines 10-50). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the dynamic filtering system of Gusler into the content filtering and access 
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control system of Shannon as modified by Kester in order to allow the 
system to provide dynamic and intelligent analysis of content from each 
source, as opposed to a decision based on a single document, thereby 
providing a more complete analysis of what content is allowed from what 
sources. 

Regarding Claim 22, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 21 , in addition, Shannon discloses that the digital information is 
content accessible via the Internet (Column 5, lines 34-44). 

Regarding Claim 23, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 22, in addition, Shannon discloses that the subscriber network is a 
LAN wherein the client computers communicate via the Ethernet protocol 
(Column 5, lines 34-44). 

Regarding Claim 24, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 22, in addition, Shannon discloses that the location indicator is a 
URL (Column 8, lines 24-34). 

Regarding Claim 25, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 23, in addition, Shannon discloses that the data frame is an Ethernet 



Application/Control Number: 10/086,287 Page 1 1 

Art Unit: 2137 

frame originating from a client computer of a requesting network user 
(Column 5, line 34 to Column 6, line 3). 

Regarding Claim 27, 

Shannon as modified by Kester and Gusler discloses the method of 
claim 21 , in addition, Shannon discloses determining whether the location 
indicator is in an exception list before determining whether it is in the 
database and for fulfilling the request in the event that the location 
indicator is in the exception list (Column 13, line 52 to Column 14, line 15). 

Regarding Claim 28, 

Shannon, as modified by Kester and Gusler discloses the method of 
claim 21 , in addition, Shannon discloses fulfilling a request in the event 
that the location indicator is in the database but is a permitted category of 
restricted content (Column 14, lines 16-25). 

3. Claims 7, 17, and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Shannon in view of Kester and Gusler, further in view of Maurer (Maurer et al., 
"Hash Table Methods", 1975, pp. 5-19). 
Regarding Claim 7, 

Shannon as modified by Kester and Gusler does not disclose that 
the database is stored in encrypted form and is searched for an encrypted 
location indicator. 
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Maurer, however, discloses that the database is stored in encrypted 
form and is searched for an encrypted location indicator (Pages 5-7, 
Introduction). It would have been obvious to one of ordinary skill in the art 
at the time of applicant's invention to incorporate the hash table of Maurer 
into the content filtering and access control system of Shannon as 
modified by Kester and Gusler in order to provide a faster method of 
storing and searching for a specified URL within an organized database of 
hashes. 
Regarding Claim 17, 

Claim 17 is a system claim that is broader than method claim 7 and 
is rejected for the same reasons. 
Regarding Claim 26, 

Shannon as modified by Kester and Gusler does not disclose 
encrypting the location indicator before including it in the database or 
determining whether the encrypted location indicator is in the database. 

Maurer, however, discloses encrypting the location indicator before 
including it in the database or determining whether the encrypted location 
indicator is in the database (Pages 5-7, Introduction). It would have been 
obvious to one of ordinary skill in the art at the time of applicant's invention 
to incorporate the hash table of Maurer into the content filtering and 
access control system of Shannon as modified by Kester and Gusler in 
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order to provide a faster method of storing and searching for a specified 
URL within an organized database of hashes. 

4. Claims 10, 20, and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Shannon in view of Kester and Gusler, further in view of Willens 
(U.S. Patent 5,889,958). 

Regarding Claim 10, 

Shannon as modified by Kester and Gusler does not disclose that 
forwarding and updating of the databases are performed on at least an 
hourly basis. 

Willens, however, discloses that forwarding and updating of the 
databases are performed on at least an hourly basis (Column 4, lines 26- 
45; and Column 5, lines 38-46). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the remote access control system of Willens into the content filtering and 
access control system of Shannon as modified by Kester and Gusler in 
order to keep the databases more up to date, thereby providing better 
filtering and/or to allow the system to be run on a client that does not have 
a hard drive (dedicated Internet terminal). 
Regarding Claim 20, 

Claim 20 is a system claim that is broader than method claim 10 
and is rejected for the same reasons. 



Application/Control Number: 10/086,287 Page 14 

Art Unit: 2137 

Regarding Claim 29, 

Shannon as modified by Kester and Gusler does not disclose that 
forwarding and updating of the databases are performed on at least an 
hourly basis. 

Willens, however, discloses that forwarding and updating of the 
databases are performed on at least an hourly basis (Column 4, lines 26- 
45; and Column 5, lines 38-46). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to incorporate 
the remote access control system of Willens into the content filtering and 
access control system of Shannon as modified by Kester and Gusler in 
order to keep the databases more up to date, thereby providing better 
filtering and/or to allow the system to be run on a client that does not have 
a hard drive (dedicated Internet terminal). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 

272- 7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner 
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